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BroadWorks ® Element 
Management System (EMS) 

The BroadWorks EMS provides applications and tools to 
facilitate management of BroadWorks servers. 

The operator is presented with an integrated view of 
BroadWorks system resources for centralized network element 
monitoring, configuration, troubleshooting, performance, and 
capacity management. 

The EMS simplifies BroadWorks integration into a service 
provider network management infrastructure, by providing a 
single point access for managing fault, performance, and 
configuration components via a standardized northbound 
interface. 

Network Architecture  

The EMS collects BroadWorks server information using a 
southbound SNMP interface.  The information is then stored 
locally on the EMS database, and forwarded to the external 
Network Management System (NMS) using an SNMP 
northbound interface. 

 

As shown above, the EMS communicates to the BroadWorks 
servers via a southbound SNMP interface, the Network Server 
OSS and portal API, and the Application Server portal API. 

 

The EMS acts as an SNMP proxy for BroadWorks servers, to 
communicate to the Network Management System (NMS) as 
part of the back-end systems.  The EMS supplements the 
information with its own functionality, to enhance the event and 
data reporting. 

The EMS also interfaces with the BroadWorks servers with 
SSH, SCP, and HTTP/S to provide craft access. 

EMS Functionality Overview  

Auto-discovery  – The EMS provides auto-discovery of 
BroadWorks servers, including: 

·  Automatic and periodic auto-discovery using a seed server 

·  Information model capturing BroadWorks server attributes 

·  Craft-defined server grouping for simplified configuration 
management 

Configuration Management and Cut-through  – The EMS 
uses a task-oriented approach offering the following 
configuration management characteristics: 

·  N-tier architecture with server support for storing scheduling, 
auditing, and so on 

·  Support parameterized XML tasks for simplified 
management of configuration functions 

·  Rollback capability 

·  Server software updates and patches stored on the EMS, 
for automatic distribution 

This EMS functionality includes direct access to BroadWorks 
servers, via the cut-through function.  Craft personnel can 
access the web and CLI administrator accounts directly from the 
EMS account, using SSH and the web browser interface.  All 
administration information is centralized on the EMS. 
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EMS and B road Works  Servers  

KEY FEATURES 

·  Fault Management  – Alarm handling, forwarding and 
filtering, network element audit logs integration 

·  Configuration – Auto-discovery, network provisioning,  
auto backup and recovery, centralized software 
management, cut-through craft access to servers 

·  Performance – Performance monitoring, report 
generation, and data collection and correlation 

·  Security – Access management, access audit logs, 
account capability management, account schedule 

·  BroadWorks Tools  – A wide range of BroadWorks 
management utilities 

·  Administration Tools  – Service provisioning, 
configuration, and performance tuning 

·  Flexibility – Components and service can be added to the 
deployed solution to meet the performance scalability and 
availability goals 

·  Maintenance and Upgrades  – Fast and low risk 
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Centralized Administrator Management  – Administrator 
accounts are defined in the EMS, removing the need to define 
an administrator on each BroadWorks server.  Each account is 
part of a group, with defined capabilities and work schedule: 

·  Centralized account entry 

·  Individual or group work schedule 

·  Old account removal 

Fault Management  – The EMS provides advanced fault 
management capabilities for proactive monitoring of network 
reliability and availability.  The EMS architecture offers simple 
integration of events from diverse BroadWorks servers, and 
provides ways to process, correlate, and present alarms and 
events based on domain-specific requirements.  Fault 
management capabilities include: 

·  Support of northbound SNMP for trap forwarding 

·  Event/trap processing – Filtering, suppression, and 
propagation 

·  Color-coded alarm severity views 

·  Alarm drill down categorized by severity, managed resource 
type, and time of day 

·  Fault remedy work flow management – Categorize alarms 
and (opened, acknowledged, closed) 

 

Performance Management  – The EMS provides the following 
performance management capabilities: 

·  Analyze, filter, and aggregate network performance data 

·  Customize aggregation policies 

·  Multi-level thresholds and hysteresis 

·  Intuitive and graphical performance management reports 

·  Fine-grained and extensible authorization including support 
for users, groups, roles, operations, and object views 

·  Secure authentication and access control including SSL and 
secure RMI server access control, and J2EE security model 
support 

·  Intelligent NE monitoring for the Application Server and 
Network Server, detecting key operating issues before they 
degenerate to a failure condition 

Capacity Management  – The EMS monitors key parameters 
of each server to identify capacity issues, and also provides 
tools to move groups of end users to load balance BroadWorks. 

Multi-Release Support  – The EMS can support various server 
release levels simultaneously. 

EMS Key Software Components  

EMS Framework  – Business logic related to management 
functions such as fault, configuration, performance, and so on 

Database – Storage of alarm events and configuration, 
software loads 

SNMP Agent  – SNMP processing for northbound and 
southbound interfaces, log functions 

Deployment Models  

The EMS can be deployed using various configurations: 

·  Stand-Alone Configuration  – Single server 

·  Redundant Configuration  – Dual servers, collocated or 
geographically separated, in an active-standby peering 
model 

·  NEBS Level 3  – Hardware platforms available for carrier-
class operation 

Licensing 

Single license monitors up to 200 servers.  Two licenses are 
required for a redundant operation. 

Summary  

The BroadWorks Element Management System provides: 

·  Carrier-class operation using a redundant model 

·  Extensive BroadWorks performance monitoring capabilities 

·  Automated user management 

·  Centralized system and access management 
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