
 

 

0307  Page 1 of 2  
©2007 BroadSoft ®, Inc. Proprietary and Confidential; Do Not Copy, D uplicate, or Distribute www.broadsoft.com  

BroadWorks ® Lawful Intercept  

Lawful Intercept involves the surveillance of a subject’s call 
content (voice) and call identifying information (signaling), and 
the delivery of this information to a Law Enforcement Agency 
(LEA). 

Most countries have regulations and laws requiring local 
exchange carriers to cooperate with law enforcement to conduct 
lawfully authorized surveillance on their subscribers. 

As a result, carriers must ensure that their telecommunication 
systems provide electronic surveillance capabilities so they can 
meet the legal requirements of the country where they operate. 

BroadSoft is committed to providing its customers with a solution 
that complies with their lawfully authorized electronic surveillance 
(LAES) regulatory requirements. 

Regulatory Framework  

In the United States, the 1994 Communication Assistance of 
Law Enforcement Act (CALEA) mandates carriers to provide 
assistance to law enforcement in conducting surveillance on 
their users. 

The surveillance requirements that apply to U.S. carriers are 
documented in the J-STD-025/T1.678 standards.  Compliance 
with the capabilities listed in this document grants a carrier “safe 
harbor” under Section 107 of CALEA, Public Law 103-414, 
codified at 47 U.S.C. 1001.As defined in the J-STD-025/T1.678 
standard, U.S. electronic surveillance is based on the following 
reference model: 

 

Interception Model from TIA J-STD-025A Specificatio n 

In this model, local exchange carriers are mandated to provide: 

·  Access Function – To intercept the content and data to and 
from a subject under surveillance. 

·  Service Provider Administration Function  – To assign, 
configure, and activate surveillances. 

·  Delivery Function  – To deliver the intercepted 
communications to the LEA. 

The details of these functions are provided in the J-STD-
025/T1.678 and other related documents. 

 

Standard Surveillance Architectures  

The generic network architectures used by carriers to meet the 
CALEA requirements can be divided in two broad categories: 

Centralized Architecture  – This architecture aggregates the 
surveillance capabilities in the call processing system itself, 
which is responsible for providing the access, administrative, and 
delivery functions.  This type of solution is common in legacy 
networks: 

 

 

 

 

 

 

 

 

Distributed Architecture  – This architecture distributes the 
surveillance functions among multiple network elements.  This 
solution is viewed as the mid to long-term strategy to provide 
surveillance in VoIP network. 

 

 

 

 

 

 

 

BroadWorks LAES Solutions  

BroadWorks surveillance solutions are designed to allow the 
service provider to meet the CALEA requirements independently 
of their chosen surveillance architecture. 

Distributed IP Surveillance  – The distributed IP surveillance 
model described above requires cooperation of multiple network 
elements, to perform the interception of the call content from a 
subject. 
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Traditional Centralized Architecture 
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This level of interoperability may not yet be available in some 
networks, thus preventing the service from using this 
surveillance strategy.  For this reason, BroadWorks also offers a 
complete surveillance solution on board the platform to allow any 
service provider to be in full compliance with the CALEA 
requirements independently of their network deployment. 

BroadWorks full surveillance capabilities support all the functions 
mandated by CALEA for the service provider: 

·  Access Function (call data)  – BroadWorks provides the full 
set of call data messages in full compliance with the J-STD-
025/T1.678 standards: 

·  Answer 

·  Origination 

·  Redirection 

·  Release 

·  Termination Attempt 

·  CCClose, CCOpen, CCChange 

·  Access Function (call content)  – BroadWorks provides an 
onboard intercept capability allowing for intercepting and 
duplicating the subject’s call content: 

·  Service Provider Administrative Function  – BroadWorks 
provides an interface to the service provider to assign, 
configure, and activate surveillances on subjects. 

·  Delivery Function  – BroadWorks allows up to five LEAs to 
be subscribed to a subject’s surveillance, and delivers the 
intercepted communications to these LEAs in full compliance 
with the J-STD-025/T1.678 requirements. 

·  Distributed IP Surveillance  – The distributed IP 
surveillance model is recommended by the PacketCable and 
International Softswitch Consortium industry forums to meet 
CALEA requirements in IP Telephony networks. 

In this model, BroadWorks is responsible for intercepting the call 
identifying information (call data Access Function, as described 
above) and sending it to a delivery function, which delivers it to 
the subscribed LEAs. 

 

 

BroadWorks and External Delivery Function 

In this architecture, the service provider administration function 
(SPAF), the delivery function (DF), and the access function (AF) 
for call content (voice) are optionally provided by other network 
elements. 

 

Class 5-Based Surveillance  – Service providers deploying 
BroadWorks in a business-line offload configuration, may be 
able to rely on the hosting class 5 office to perform surveillance 
on their users.  This strategy can be used with class 5 switches 
that support surveillance on PRI trunks.  In this scenario, 
BroadWorks is not involved in the surveillance.  All public calls 
are routed through the hosting Class 5 switch where surveillance 
takes place. 

Summary  

The BroadWorks Lawful Intercept solution: 

·  Allows service providers to meet the requirements of the law. 

·  Provides a choice of J-STD-025a, T1.678v2, or 
BroadWorks-specific CDC format for each interception. 

·  Provides dial-out, PRI, or IP connectivity option to the LEA. 

·  Leverages existing equipment resources. 

·  Operates independently of other network elements, providing 
flexibility to set up a complete surveillance solution. 
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BW Lawful Intercept Solution 


